> TypVault

ANONYMOUS BY ARCHITECTURE

TypVault
What we build, and what it looks like

Screens shown are from a demonstration deployment with sample data. The program shown, Capital City Tip
Line, is fictional.
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What we build

WHAT WE BUILD

One platform, the whole life of a tip

Someone sends a tip from a phone or a computer, with photos or video if they
have them, and leaves with a code. The code lets them come back, read the
program’s reply, and answer questions, without an account and without a
name. The program’s team works every tip on one screen: read, assign,
message, route, close, and record a reward. Call-takers use the same screens
for phone tips. Agencies that receive routed tips sign in to their own portal.

THE WORKSPACE

Where a program works a tip

A shared queue the program's team works from.



THE WORKSPACE
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Figure 1. The workspace.

THE CALL CENTER

The same floor, taken by phone

A phone tip enters through the same screens a call-taker already knows.



THE CALL CENTER
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Figure 2. The call center.

THE CONVERSATION

A tip code keeps the door open

A reporter returns with a tip code to read a reply and answer a follow-up.



THE CONVERSATION

DEMO-EG8R-RZFM

it has been tuesdays and fridays both times i
saw it

Figure 3. A conversation with the person who sent a tip.

See more, or start one

Every screen, captioned, or a guide to standing up a program.



The screens

What it looks like

Every screen, in the order a tip travels: the reporter, the program, and the agency that receives it.
One line about each.

( Note

Screens are from a demonstration program with sample data. Capital City Tip Line is
fictional.

Submitting a tip

You're in the right place.

An anonymous, safe way to share information about crime.

& Anonymous | | O NolPLogging = | @& Protected | | $ Rewards Available

(&} Identity protection is built in. You review everything before it's sent.

I have information to share >
% Callin a tip: (555)555-1234 [DEMO —NOTCONNECTED 1

Already started or sent a tip?
[B Check status or continue >

We never ask your name or contact info.

We don't know who you are.

Which language you wrote in is never recorded

Tips may get a cash reward

If you or someone else is in immediate danger, call 911 directly.

This service is for reporting other people. Dorit use this to report on yourself. To turn
yourself in, contact your local law enforcement agency directly.

See how your privacy is protected

Figure 1. The first screen a reporter sees.



Tell us what you know.

Tell us everything you can. Even small details can help.

A grey van has been parking behind the hardware store on Elm after closing, three
nights this week. Two men carry boxes out the side door around 1lpm.

ADD PHOTOS, SCREENSHOTS, OR FILES

@ Choose files

Anything you have helps: photos, screenshots, or PDFs, up to 10 MB each (5 files). Every photo has its hidden
location and camera data removed before it's storer

Tip:If a photo s too big, try taking a screenshot instead.

Save for later

Continue >

Figure 2. What the tip form asks for.

Tell us what you know.

Tell us everything you can. Even small details can help.

A grey van has been parking behind the hardware store on Elm after closing, three
nights this week. Two men carry boxes out the side door around 1lpm.

ADD PHOTOS, SCREENSHOTS, OR FILES

= sample-photopng X

@ Choose files (1/5)

Anything you have helps: photos, screenshots, or PDFs, up to 10 MB each (5 files). Every photo has its hidden
location and camera data removed before it's stored.

Tip: If a photo is too big, try taking a screenshot instead.

Save for later

Continue >

Figure 3. Adding a photo or a video to a tip.



[ Quick exit
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How this page protects you

STATUS
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© Routed for review
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Actionable
m can act on what you shared

& Messages ENCRYPTED  Refresh

Thank you — this is exactly the kind of detail
we can act on. Are you able to note the day
of the week next time?

it has been tuesdays and fridays both times i

saw it

Figure 4. The reporter returns with their code and sees the conversation.

Running a program

DEMO0-2026-008914 oevo

QUEUE 37 S Unrestricted v Active - Routed

Priority | Standard

AW 37 Active 27 Resolved 10 @ safetycheckranclean & Scroll [ Tabs (& Print / PDF

Q Filter this queue (/) ® Vehicle theft Submitted Sep 10 + 10:27a Ageid ASSIGNED TO X
¢ o — =
Recelved Routed 2 Reassign

DEMD-2026-008913 DEMO

Overview Dialog Evidence Outcomes EXTERNAL CASE # o]
| Critical ® Dealing or distribution %4 O
fentanyl dealing from a residential corner property,
possible imminent larger event WORKFLOW ACTIONS X
6h Active - Pending Assignment &* AIREADOUT & Re-run
[ setsub-status >

Grey sedan suspected in neighbour's car theft, spotted nearby with

DEMO-2026-008916 DEMO swapped licence plate

() Set priority >
High @ Theftor burgl 4
9 Sftorburglary © Source may have identified themselves. The source indicates they

organized retail theft group planning a morning share a parking lot with the victim and that the reported location is their 49 Route this tip >

smash-and-grab at a strip mall, white van as own neighbourhood, which could narrow their identity to so Handle with

. t 5

QN Active - Pending Assignment eracare < Refer to another program &
© Category confirmed  QUALITY 4 Q Log reward > 6

DEMO-2026-008925 DEMO

suspected stolen vehicle movement between two NARRATIVE REPORTER'S ACCOUNT - AS SUBMITTED
garage units by flatbed truck at night fiJ Close as noise
8d PR s R My neighbour's car was taken from our shared lot on Tuesday night. On s
Pause reporter dialo: > A
Thursday | saw the same grey Honda that has been circling the block for P ¢
DEMO-2026-008928 DEMO two weeks parked two streets over with a different plate screwed on &
Hight @ Scam orqinancial fraud crooked. The original plate was 7TRV882 — | wrote it down when it kept
Traveling contractor targeting seniors at an
apartment complex with cash-deposit roofing scam driving past.
ACTIVITY Both Comments Audit <
124 A Active - Under Review
& Decrypted under your operator key. Opening this tip was recorded as an
audited disclosure — the act of reading is the forensic event. e —— x

DEMO-2026-008933  DEMO
High ® Fraud — something else #2

Planned counterfeit designer goods shipment

advertised for sale via online resale group and pop-.

ROUTING HIST ORY
LOCATION

PN D o LD #rowm 1188 Harborview Rd, Harbor Bay, UT

STAT US HISTORY X

Map  Satellite
DEMO-2026-008949 DEMO STATUS HISTORY

Figure 5. The program’s queue, with one tip open.
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Line released

Search while on call
Surface related pricr tips by plate, name, o place.

Q e.g. black F-150, Redwood Rd

Type a plate, name, or place to search prior tips.

@ Matches tip content only — who reparted a ti s
never searchable.

© Notcaptured

What makes you a conduit, not a record of the caller.
% Caller phone number

% IPaddress

X Caller location

x  Callrecording or audio
& Thetipis encrypted the moment you enter it No

link between the caller and this tip is stored —
not even by you.
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Figure 6. Who has opened a tip, and when.

& Capture closed for this call

Tip capture
Same structured intake as the web submission —you
drive it for the caller

& Encrypted onentry

CATEGORY

® Assaultor fight ~ ® Domesticviolence  ® Sexual assault

® Childorelderabuse @ Human trafficking

® Gang-related violence @ Threats against a person

Threat against a school Planned attack ona place / group

Weapons @ Missing person  ® Someone indanger

® Child welfare @ Vulnerable adult @ Drugs or narcotics

® Drug manufacturing ~ ® Theftorburglary  ® Vehicle theft

® Vandalismor damage @ Scamor financial fraud

® Identity theft ~ ® Something else

PRIORITY

Standard High Critical

WHAT THE CALLER IS REPORTING

Capture the account in the caller's own words — what's happening,
where, and when.

SUBJECT & DETAILS

& suspect & Vehicle © victim

Description, name /. Make, color, plate If any (optional)

Figure 7. The screen a call-taker uses during a call.

Audit

In-call notepad
YYour working scratch — just for you

NoT on TIP

Jot anything you need while the caller talks...

z

@ Serateh notes for this call only. Cleared when the call
ends — never attached to the tip.

Before you finish
Read the tip back, then hand off the code

Category

What was reported
Subject details
Location

v Reward interest

®

Read the tip back, then hand the caller their
retrieval cade — the only link to this tip.



V' issued v
REFERENCE TIP AMOUNT STATUS REASON CREATED
167 $1,000 issued Identification led directly to an arrest; reporter had no p... 9/1/2026
RWD-2026-000165 = $1,000 issued Identification led directly to an arrest; reporter had no p. 8/31/2026
RID-2026-000163 - $1,000 issued Identification led directly to an arrest; reporter had o p... 8/31/2026
RWD-2026-000135 - $1,000 issued Identification led directly to an arrest; reporter had no p... 7/17/2026
$ Reward Fund + Add Funds
Available Balance Pending Disbursement

$21000.00 $4000.00

Recent Transactions

® Reward RWD-2026-000167 dispatched DENO-2026-008935 +$1000.00
® Reward RWD-2026-000165 dispatched +$1000.00
® Reward RWD-2026-000163 dispatched +$1000.00
® Reward RWD-2026-000135 dispatched +$1000.00
@ Demo reward fund opening balance (seeded) +$25000.00
Page 1 Previous  Next

Reward List Report
Independent RWD- ledger — entries survive tip deletion

& Export CSV

7  Alstatuses v  Alcategories v mm/dd/yyyy 8 o mm/dd/yyyy O Min $ Max $

Figure 8. Where a program records and pays rewards.

€8 Program Settings @ Jurisdictions € Sub-statuses ~ ® Recovery Categories B MOU Templates Crime of the Week

B Retention 2\ Users ¢ Federation

T Data-retention windows. The retention worker runs on these (safe defaults apply if unset).

Tip retention Tetention. tip_retention_days

How long a closed tip is kept before it is flagged for review (28 CFR 2320 review-before-purge). A flagged tip is
never silently deleted — an admin reaffirms it for continued relevance or clears it to purge. Default 1825 (5
years); floor 1000 days.

1825 days -

Reopen window Tetention. reopen_window_hours
How long after closure a tip may be reopened by a program admin (sys_admin can override past the window)

7 B

& Auditlog — fixed
The audit trail is append-only and retained for the CJIS minimum (= 12 months). No application role can delete
or modify audit rows — this is enforced structurally (no DELETE/UPDATE grant), not a setting.

Figure 9. How long a program keeps things, set by the program.



How your tip program is running — aggregate, program-level reporting. 7days  30days | 90days | Custom i

& Program-level only. No reporter identities, IP addresses, or tip text appear anywhere in Insights. T

Overview  Explore

New tips Awaliting routing High / Critical open Closed
View in Workspace > View in Workspace > View in Workspace > View in Workspace >

Tips received Total Priority Category Programactivity

Volume over time -Last 90 days Status changes -routings - closures

6

No routing events yet
.

3

o

7/21 8/3 8/10 8/17 8/24 8/31 97
@ Latest: 37 tips received in last 90 days & Program events only — feporter identities are never shawn here.
Routing distribution Outcomes MANUALLY RECORDED
Where tips are sent across partner agencies -Last 90 days Program results - Last 90 days

& Entered by your team — TypVault never pulls from law-enforcement records,

( 18tlpsawalting routing Route now >

Not yet sent to a partner agency Recoveries \ Arrests /
$11K i

Figure 10. What the program is seeing over time.

Receiving a tip

< All tips

DEMO-2026-008914

REFERENCE CATEGORY
DEMO-2026-008914 Vehicle theft

STATUS RECEIVED

Active 9/10/2026, 10:27:44 AM

The tip's content is held securely by the program. Contact them for the full record

Messages with the program

Notes the program shares with you about this tip, and your replies.

No messages yet.

Write a message to the program...

Figure 11. What a receiving agency sees for a tip routed to it.



Related

Submitting a tip

Running a tip program
Receiving tips at your agency
Printable guides

If your program’s screens look different from what'’s pictured here, ask your program administrator
— programs and versions vary.


http://127.0.0.1:45345/submit/
http://127.0.0.1:45345/run-a-program/
http://127.0.0.1:45345/agency-portal/
http://127.0.0.1:45345/guides/

